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Overview

• What is Qubes?

• Who is Qubes for?

• Why is Qubes different?

• How does Qubes work?

• Using Qubes



Disclaimer

• I have barely used Qubes

• You will also likely never use it

• Doesn’t like being used in virtual box

• Painful hardware compatibility list (IOMMU mobo/VT-x/AMD-V/x86)

• Lots of ram usage

• Can’t demo it because you can’t screenshare (no one qube has full 
display control)



What is Qubes

• Security first operating system 
(assume all software has exploitable 
bugs)

• Operating system of operating 
systems

• Rank trust of programs or specific 
tasks

• Compartmentalization

• Compartmentalization

• Compartmentalization





Who is Qubes for

• Extremely security conscious 
people

• Isolate work from personal 
computing

• Running windows VMs in a 
more seamless fashion

• Easy network testing between 
qubes



Why is Qubes different

• Nothing interacts between domains without you specifically asking

• Xen hypervisor to control all operating systems

• Two levels of control dom0 and domU

• Visual control of security levels

• Easy firewall switching and Whonix integration

• Seamless integration of VMs



How does Qubes work



The virtual machines

• Domain vs template

• Templates are read only for qube

• Download and update template updates qube

• Each qube has its own home directory

• Fedora and Debian official templates

• Whonix, Ubuntu, Arch, and Gentoo community templates

• StandaloneVM doesn’t share root with qubes

• Windows/BSD require standalone VMs



The virtual machines cont.

• Hardware Virtual Machine (HVM) vs Paravirtualized (PV) VMs

• Any iso can be run as a standalone HVM 

• PV allows hypervisor (Xen) to bypass CPU emulation giving better 
performance (no virtualization tech needed on CPU)

• HVM require CPU virtualization

• Qubes uses PVH, I/O and network PV but rest of OS in HVM



Disposable VM

• Doesn’t create filesystem

• Open files in disposable VM edits pushed to origin

• Open untrusted files and VM is deleted after closing



Using Qubes

• Obtuse at times

• Clipboarding from one domain to another requires moving clip up to 
dom0 and then back down to final domain

• Similar requirement for file transfers

• Customizing dom0 is a pain

• USB requires extra mounting steps to allow qube to access it

• Attention paid to color of boarder, shows trust

• Booting new qube takes time

• Fullscreen? What’s that?



Sources

• The Qubes OS documentation 

• https://www.qubes-os.org/doc/

https://www.qubes-os.org/doc/

